Zelle (Zellepay) 


Early Warning Services, LLC Subpoena Process 


Instructions for Serving Subpoenas, Court Orders and Search Warrants on Early Warning Services, LLC 


** Please read the information below thoroughly. These instructions apply to service of third-party 
subpoenas upon Early Warning Services, LLC ("Early Warning") in matters to which Early Warning is not a 
party. Service of process for other legal documents, including civil complaints, or documents to be 
served upon employees of Early Warning, is not accepted at the address and/or email listed in Section IV 
below, and should instead be served on our Registered Agent for service of process: COGENCY GLOBAL 
INC. You can find the most update address for Cogency Global Inc. in your state by going 

to: Cogency Registered Agent Addresses.pdf. 


I. SUBPOENAS, COURT ORDERS, AND SEARCH WARRANTS 
A. Service of Subpoenas. 


Subpoenas, court orders, and search warrants requesting records (collectively referred to below as a 
"subpoena" or "subpoenas") received from federal, state and local law enforcement agencies, courts 
and regulatory agencies in the United States can be served on Early Warning Services, LLC ("Early 
Warning") by sending the subpoena via EWS secure email at subpoena@earlywarning.com OR to our 
Registered Agent for service of process: COGENCY GLOBAL INC. You can find the most update address 
for Cogency Global Inc. in your state by going to: Cogency Registered Agent _Addresses.pdf. 


Subpoenas sent via email or facsimile will not be accepted by COGENCY GLOBAL INC. Questions about 
serving a document must be directed to the contact in Section IV below, and not to COGENCY GLOBAL 
INC. 


B. Processing of Subpoenas. 
1. All subpoenas must include: 


1. The full name, title, mailing address, email address, and phone number of the person and/or 
entity issuing the subpoena; and 


2. The full name, title, mailing address, email address and phone number of the person to whom 
responsive documents should be sent. 


3. Payment of fees applicable in the relevant jurisdiction, made payable to: Early Warning Services, 
LLC. 


4. Subpoenas lacking the above information will not be accepted. 


2. Subpoenas requesting consumer report information are subject to the Fair Credit Reporting Act 
("FCRA") and must: 


1. Comply with relevant provisions of the FCRA, including 15 U.S.C. § 1681b. 


Contain information sufficient to identify responsive information (e.g. full name, address, date 
of birth, social security number, etc.). 


Subpoenas lacking sufficient identifying information or permissible purpose under the FCRA will 
not be accepted. 


3. Subpoenas requesting payment transaction information must: 


1, 


Contain enrollment information (phone number or email address) of either the sender or 
recipient of a payment. 


Contain other information sufficient to identify responsive information (e.g. name of the sender 
or recipient, date, time and amount of transaction, name of financial institution, transaction 
confirmation number). 


Subpoenas lacking enrollment information will not be accepted. 


Il. SERVICE OF CIVIL ACTIONS 


1; 


These instructions do not apply to: 


1. 


2. 


Service of civil actions against Early Warning or its subsidiaries; 


Requests for Consumer Reports by or on behalf of individuals. Please 


visit https://www.earlywarning.com/consumer-information for information about Consumer 


Reports. 


2. Service of process for civil matters must be made pursuant to the rules applicable to the jurisdiction in 
which the matter is pending. 


Ill. RESPONSE TIME 


1. Although Early Warning will typically respond to subpoenas within 30-40 days of receipt; however, 
due to developments with regard to the COVID-19 novel coronavirus, our response times may be 
considerably longer, and will also vary depending upon the scope of the subpoena and the type of 
information requested. 


2. Early Warning reserves the right to object to subpoenas that are invalid, overlybroad, unduly 
burdensome, vague or implicate privacy, legal privilege or other legal concerns. 


IV. CONTACT INFORMATION 


For questions regarding legal documents, please contact Litigation Support at: 


Early Warning Services, LLC 
Attn: Litigation Support 
5801 N Pima Rd 


Scottsdale, AZ 85250 
Email: paralegal@earlywarning.com 


For questions regarding subpoenas, please contact Subpoena Processing at: 


Early Warning Services, LLC 
Attn: Subpoena Processing 
5801 N Pima Rd 
Scottsdale, AZ 85250 


Email: subboena@earlywarning.com 


FAQs for Law Enforcement Subpoenas 


This memorandum is intended to assist law enforcement agencies by providing 
responses to frequently asked questions 


Zelle Subpoena Questions: 


Ql: 
Al: 


Q?2: 


A2: 


Q3: 


AS: 


Q4: 


AG: 


Q5: 
Ad: 


What is a Zelle transaction ID? 


This is a 12 digit ID created by the issuing bank when the transfer is made 
if the sending bank is IN-network. If the sending bank is Out-of-Network, 
Visa or MasterCard will generate this ID. The first 3 digits are the 
abbreviation of the sending bank (WFC for Wells Fargo, BAC for Bank of 
America or VSA for Visa, for example) followed by 9 alohanumeric digits 
(usually a mix of letter and numbers although for some banks, such as 
Chase, it will be numbers only ). If you only have the last nine digits but you 
know the name of the sending bank, then Early Warning can infer the 
abbreviation and run a search. Any request without the first 3 
alohanumeric or the sending bank name will be returned as insufficient. 
Note that some banks refer to a “confirmation number’ or “reference 
number’ that is 10 digits; this is not a Zelle transaction ID and is not 
searchable in Early Warning’s systems. 


What is a token? 


This is the email address or cell phone number of the sender and/or 
recipient that is linked to both their bank account and their Zelle 
registration. 


What is the Payment Profile |D? 


See Profile & Transaction Information Field Description key provided with 
the results pertaining to the Payment Profile ID. 


How do | interpret the information provided in response to the subpoena? 


See Profile & Transaction Information Field Description key provided with 
the results explaining each data point. See also memo attached to 
response for explanations. 


What does EWS need in order to run a search? 


In order to run a search within Early Warning’s systems for Zelle consumer 
or transaction data, the subpoena must contain: 


Q6: 
AG: 


Q7: 


A7: 


(1) Zelle Token: The email address or cell phone number of the sender 
and/or recipient that is linked to both their bank account and their Zelle 
registration; OR 


(2) Zelle Transaction ID: The 12 digit ID created by the issuing bank when 
the transfer is made if the sending bank is IN-network. If the sending bank 
is Out-of-Network, Visa or MasterCard will generate this ID. The first 3 digits 
are the abbreviation of the sending bank (for example, WFC for Wells Fargo, 
BAC for Bank of America or VSA for Visa) followed by 9 alphanumeric digits 
(usually a mix of letter and numbers that are case sensitive, although for 
some banks, such as Chase, it will be numbers only). If you only have the 
last nine digits but you know the name of the sending bank, then Early 
Warning can possibly infer the abbreviation and run a search. Any request 
without the first 3 alphanumeric or the sending bank name will be 
returned as insufficient. Note that some banks refer to a “confirmation 
number” or “reference number” that is 10 digits; this is not a Zelle 
transaction ID and is not searchable in Early Warning’s systems. 


Where is the bank account information? 


EWS does not maintain bank account information. Search results will not 
provide the bank account numbers, dates of birth or other personal 
information of the individuals associated with the transactions 


How does the information provided relate to sending and receiving banks? 


Recipient Information: If Early Warning is able to locate a Payment Profile 
ID for an IN-network recipient bank, the Payment Profile ID may be useful 
when requesting records from the IN-network recipient bank to obtain 
additional information about the recipient. For recipients who used the 
Common Mobile Application and have an OUT-of-network bank, the 
transaction information (e.g., date, dollar amount, recipient name) may be 
useful when requesting records from the OUT-of-network recipient bank 
to obtain additional information about the recipient. 


Sender Information: If a search returns a Zelle transaction ID for a sender 
using an IN-network bank (but we still do not have a sender token), that 
number may be useful when requesting records from the IN-network 
sending bank to obtain additional information about the sender. For 
senders who use the Common Mobile application and have an OUT-of- 
network bank, the transaction information (e.g., date, dollar amount, 
sender name) may be useful when requesting records from the OUT-of- 
network sending bank to obtain additional information about the sender. 


Q8: 
As: 


Q2g: 
AQ: 


Ql0: 


AlO: 


Ql: 
All: 


QIl2: 
Alz2: 


What information can be searched in relation to a sender? 


Search results may return a Zelle transaction ID for a sender using an IN- 
network bank (but we still do not have a sender token), that number may 
be useful when requesting information from the IN-network sending bank 
to obtain additional information about the sender. For senders who use 
the Common Mobile application and have an OUT-of-network bank, the 
transaction information (e.g., date, dollar amount, sender name) may be 
useful when requesting information from the OUT-of-network sending 
bank to obtain additional information about the sender. 


What information is available on a recipient? 


Search results may provide a “Payment Profile ID” for the recipient for IN- 
networks banks. An IN-network recipient bank provides the Payment 
Profile ID to Early Warning and it corresponds to the recipient's bank 
account and/or debit card. If Early Warning is able to locate a Payment 
Profile ID for an IN-network recipient bank, this information may be useful 
when requesting information from the IN-network recipient bank to 
obtain additional information about the recipient. For recipients who used 
the Common Mobile Application and have an OUT-of-network bank, the 
transaction information (e.g., date, dollar amount, recipient name) may be 
useful when requesting information from the OUT-of-network recipient 
bank to obtain additional information about the recipient. There is no 
unique identifier that links the Zelle account to an Out-of-Network bank. 


How does the app work? 


See: https:/Awww.zellepay.com/how-it- works and 
https://www.zellepay.com/support/who-can-i-send-money-to-with-zelle 
and https://www.zellepay.com/faas. 


Can EWS reimburse my victim the funds? 


No. As the Zelle Network Operator EWS does not maintain consumer 
accounts, transfer or settle any funds. We would encourage a consumer to 
contact their financial institution for assistance Reimbursement would 
need to come from the financial institution, if at all. 


Can you provide the response in electronic format? 


Yes, a response will be provided via a EWS secure 
email: subpbeona@earlywarning.com. 


QI3: 


Al3: 


Can you provide a declaration of a custodian of records and/or an 
appearance waiver? 


If requested with a subpoena, EWS will typically agree to provide a records 
authentication declaration or affidavit. 


FCRA Subpoena Questions: 


Ql: 
Al: 


Q2?2: 
A2: 


Q3: 
AS: 


Q4: 


AA: 


What information does EWS need to run a search? 


For an individual, at a minimum, EWS requires a SSN, passport number or 
other government ID number. The name, DOB and address are also 
helpful. For a company/organization, EWS requires, at minimum, a 
company/organization name or EIN but both are preferred. 


What does a request require to be valid under the FCRA? 


Generally, the request must be a federal grand jury subpoena or court 
order signed by a judge if it is requesting information regarding an 
individual. A request seeking information regarding an entity does not 
need to meet these requirements. 


Can you provide the response in electronic format? 


Yes, a response will be provided via a EWS secure 


email: subpeona@earlywarning.com. 


Can you provide a declaration of a custodian of records and/or an 
appearance waiver? 


If requested with a subpoena, EWS will typically agree to provide a records 
authentication declaration or affidavit. 


